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Our Paper is organized as follow. Section 2 reviews some
related work, and in section 3 we give the assessment methods
of P2P network scale-free distribution. A detailed description
of the reliable random walk method is given in section 4.
Section 5 is for simulation and the experimental result analyze.
Finally, in Section 6 we give conclusions and future work.

Abstract—the resource distribution in P2P network has an
obvious scale free character. Using this inherent character to
design resource search strategy is great significant for improving
searching efficiency and reducing the costs. We analyze the scale
free distribution character in P2P network, and propose a
reliable random walk search algorithm to achieve high and
reliable search efficiency through forwarding query messages
based on the P2P scale free distribution. Moreover, we design
simulation experiments to evaluate the performance of reliable
random walk. The experimental results show that the reliable
random walk is a scalable resource searching algorithm with
high search efficiency and low costs.
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I.

INTRODUCTION

A large number of complex systems in nature, such as the
Internet, transport system, social networks and so on, can be
described by network. The earliest research on network is
based on Graph Theory. In the mid-twentieth century, Erdos
proposed that the network connection is random. Based on this
standpoint, the random network model [1] is established, which
had been the theoretical basis of real network research for a
long time. Recently, researchers discovered that large numbers
of real networks are neither regular networks, nor random
networks, but networks with different statistical characteristics,
which are called complex networks. P2P network has obvious
features of small world [2] and scale free [3], so it is a typical
complex network. Related research [4] on Gnutella, the largest
P2P application, found that 70% of Gnutella users rarely share
resources and nearly 50% of the resources hits are contributed
by only 1% Gnutella users. This distribution of resources and
node degree has obvious scale-free feature. Therefore, it is of
great significance to design efficient resource search strategy
by analyzing the distribution of P2P links.

M. Ripeanu uses crawler to make statistical analysis on P2P
network found that node-degree distribution has obvious scalefree feature[11].While E. Adar researches the Gnutella network
Free Riding phenomenon [4], he also found that 70% Gnutella
users do not share any resources, while 25% nodes handled
98% of the resource search requests. So, taking advantage of
the P2P scale-free feature to improve resource search in P2P
network is a new research idea.
Nima Sarshar proposed percolation search [12] in complex
network based on its scale-free feature and percolation theory,
which was also extended into P2P network [13]. This
percolation search query is efficient and stable without storing
large amounts of additional information. However, the
percolation search needs additional resource copy and a
suitable network structure. So, the percolation search is
difficult to follow. Presently, there are some searching
algorithms [10] [14] use scale-free feature to improve resource
search efficiency. However, they just qualitative use scale-free
distribution, their search efficiency is not stable with the
dynamic changes of the network distribution.

The available resource search in P2P network is designed to
focus on the nodes, and refer to the information of the neighbor
nodes. These design principles have to greatly increase the
processing of nodes, and it is difficult to measure the search
efficiency and costs. Comparing with the existing researches,
our paper proposed an efficient search strategy, reliable random
walk, based on the scale-free distribution of P2P network
which is an inherent character. Moreover, we design
experiments to evaluate its performance.
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RELATED WORKS

Currently, unstructured P2P network is widely used in P2P
applications. Gnutella, which is a pioneer of P2P applications,
uses flooding mechanism to discover shared resources in
network. Flooding method is simple and easy to follow,
however it results in too much search costs. Therefore there
have been many improved algorithms to reduce the search
costs caused by flooding method. Reference [5] was the first
introduction of improved search algorithms including Iterative
Deepening, Directed BFS and Local Indices. Other improving
search strategies of unstructured P2P network also include
Adaptive Probabilistic Search (APS) [6], Random walk [7],
PeerRank [8], assist P2P search [9], Scalable Query Routing
[10], etc. All of them are based on nodes’ behavior, which
needs additional statistical information. It is difficult to adapt to
the dynamic changes of network and huge network size.
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In reliable random work, a lazy synchronization mechanism
is used to collect the distribution of node connection. Nodes in
P2P network just report the connection status when its
connection changes. This synchronization mode can greatly
reduce the messages caused by collecting network connection
status.

By analyzing the scale-free distribution of P2P network,
our paper proposes reliable random walk, a new resource
search algorithm. This algorithm has high search efficiency,
low network cost and easy to be followed. Moreover, it has a
great reference value for other resources search in complex
networks, such as ad hoc, sensor networks, grid etc.
III.

IV.

SCALE-FREE PROPERTY ASSESSMENT OF P2P NETWORK

P(k)=Ak-Ĳ

RESOURCE SEARCH BASED ON SCALE-FREE PROPERTY

Reliable random walk algorithm is based on network scalefree distribution to provide reliable search efficiency. It
allocated search hit probability to each random walk message
to achieve the scalability and reliability of resources search.

P2P network is a kind of complex network which is found
with apparent scale-free properties [11]. It is found that the
network connection is re-tail. And the majority of the nodes
have only a few connections, only little nodes have a large
number of connections. The scale-free feature of large-scale
complex networks is considered that the node degree
distribution follows the power-law distribution. The proportion
of nodes with the degree K in networks is showed in Formula
(1), where Ĳ is the power-law parameter.

In reliable random walk, nodes visit scale-free analysis
module periodically to get scale-free distribution information
of P2P network. Figure 2 shows the structure of a reliable
random walk’s query message. Related researches [4] [11] on
P2P network application found that search request in P2P
network is responded mostly in the nodes with high nodedegree. Therefore, we define the hot nodes as nodes whose
connectivity are not less than Degreehigh which is based on
network connection distribution. When a search request
reaches a hot node, it can be satisfied since the hot nodes store
most of the resource information local. So, the search request
does not continue forwarding. This mechanism minimizes the
query message amount while the resource search efficiency is
ensured. In a search message, q represents the probability of
hitting the hot nodes undertaken by this message. This
probability is assigned to each query message to ensure the
efficiency of total search.

(1)

Our resource searching method is based on the network
distribution, so it is important to accurately assess the network
scale-free distribution. We use sampling analytical tools to
assess the scale-free feature in P2P network. The system
architecture is showed in Figure 1.

Figure 2. Resources search query message of reliable random walk

Suppose the scale-free parameters that node P obtains is A
and Ĳ, scale-free inflection point is K. In reliable random walk,
Degreehigh, is set as DegreeMAX/2 in initialization and it can be
adjusted by nodes in range of [K, DegreeMAX] according to the
query situation. The source node of a search request needs to
analyze Qhigh which dominates the probability of expection to
catch hot nodes according to the network distribution. Formula
5 shows the proportion of hot nodes in P2P network based on
scale-free property.

Figure 1. Scale-free analysis of P2P network

Be different from the centralized server, scale-free analysis
module is responsible only for the connection status of nodes,
which is not involved in resource search. Network node
regularly visits the module to update the local connection
situation and get the analysis results of overall scale-free
distribution. The study of Gnutella [11] found that the network
connection strictly follows the power-law distribution as
Formula 1 in initial P2P applications. However, with the
extension of P2P protocols, the nodes with small network
degree (less than a threshold K) no longer meet this power-law
distribution, while the nodes with larger network connection
still meet it well. So, Formula 2 adapted by us can reflect the
real scale-free distribution in P2P network better.
P(k)=Ak-Ĳ, Ĳ>0, kK

Qhigh

¦ Ak W

(5)

k Degreehigh

It is a core issue that how to ensure the hot node hitting
probability of QALL. Suppose that the largest transmission hops
is TTL. Moreover, the probability of hitting the hot nodes in
each TTL rounds is Qi. To meet the overall hit rate QALL,
Formula 6 is necessary. Suppose that the hit probability of each
TTL round is roughly equal, then it can be considered that the
hot node hitting rate of each TTL round Q meets Formula 6'.
Then source searching node P calculate how many search
request is needed to satisfy Q. Suppose the network
connections of P is k, then in order to meet the hitting rate Q
the amount of search request r is shown as Formula 7.
Moreover, each search request take on corresponding hitting

(2)

Our assessment methods are described below. First, assign
u=lnP(k), v=lnk, and then describe Formula 2 into Formula 3 as
a line function. Afterwards, we use linear fit method to
determine the power-law parameters A, Ĳ, and threshold K.
u=lnA-Ĳv

Degreemax

(3)
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best capacity, and calculate the hitting rate of every random
walk by Formula 9'. The following query process is similar.
Our design is reasonable. At the beginning transmitting round,
the query message amount is small, and the total node degree is
low, so it is difficult to satisfy the same hit rate as the following
rounds. For this reason, in the beginning searching rounds,
nodes try their best to forward search request information. In
the following TTL search process, the amount of query
messages is determined to minimize network messages
according to hit rates of each round. Therefore, reliable random
walk can support an efficient resource searching.

probability q is shown as Formula 8 to ensure the overall
searching efficiency.
1-(1-Q1)(1-Q2)…(1-QTTL)QALL

(6)

Q t 1  TTL 1  Q ALL
1  (1  Qhigh ) r t Q  r t

(6')

ln(1  Q)
ln(1  Qhigh )

(7)

q 1 r 1 Q

(8)

In reliable random walk, the total hot node hitting is
decompounded to each search request. However, some nodes’
degree maybe not satisfy the sufficient number of random walk
(k<r) messages. We analyze this situation as follow. P2P
overlay is shown in Figure 3, in which a query source node P
expects that the search request hits the hot node in a probability
of 90%. Firstly, calculate the proportion of the hot node by
Formula 5 Qhigh=5.26%(DegreeMAX=10), and set the maximum
search radius TTL = 6. Then in order to achieve the total search
hitting rate as 90%, for each TTL round the probability of
hitting the hot node needs to reach 31.87 percents(Q>31.87%).
While node P delivers a search request, in order to satisfy the
first-round searching probability, the numbers of random walk
r should not less than 7.10. Unfortunately the network
connection degree of P can not publish 8 messages. In this case,
the node forward or transit messages as best as it can.
Moreover, each message catches its hitting probability
decompounded by overall hitting rate. And the search hitting
probability will be satisfied in the continuous TTL round.

A
Q ALL

0 .65 , W

2 .5, K

(9)җ

q' 1  r 1  q Ҟ

(9')җ

In reliable random walk resources searching, when TTL=0
or the hot node is hit, the query message stops forwarding. The
former stop condition is for the reason of controlling the range
of the query and the later situation is in the consideration of
reducing the amount of query messages as much as possible to
ensure the query efficiency. If the probability of a hot node
appears is Qhigh=5.26%, then the probability that a query
message in the query range of TTL=6 hits two or more hot
nodes is P=1-(1-Qhigh)TTL-C1TTL(1-Qhigh)TTL-1Qhigh§3.60%. Such
a probability is low, which is the reason why the query
message stops forwarding when hit the hot node.
From the analysis, it can be found that after the spread of
the query message, the query hit probability of every random
walk drops rapidly. In the following forwarding, no more query
messages are needed. Such a resource searching strategy is
conducive to rapid discover hot nodes. Besides, it can also
control the amount of the messages in the network. Taking the
advantage of the scale-free property of P2P network, reliable
random walk implements a resource search method whose
searching efficiency is measurable and scalable.

3

90 %, Degree high

q' 1  r 1  Q ALL
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V.

SIMULATION EXPERIMENTS AND RESULTS ANALYSIS

In this section, we design simulation experiments to
evaluate the performance of reliable random walk algorithm.
A. Experiment Setting
In the experiments, we uses PLOD algorithm[16] to build
scale-free network topology, and the scale-free change point K
=3. The simulation network size is 1000-5000. Moreover, the
maximum node degree DegreeMAX=10-20. The experiments are
built over PeerSim[17]. Table 1 shows other experiment
settings.

Figure 3. Reliable random walk search based on the scale-free property

As shown in Figure 3, P releases 3 random walks. And,
each message takes q = 53.58% probability calculating by
Formula 9. In the next transmitting, nodes received query
messages use a similar strategy to calculate the number of
forwarding messages. As the figure shown, in the remaining
TTL-1 round, the hit rate of each search round should reach

1  (1  Qhigh ) r t Q  r t

ln(1  Q )
, and the number of
ln(1  Qhigh )

TABLE I.

PARAMETER AND SETTINGS IN THE SIMULATIONS
Parameter meaning

random walk needs to be transmitted is q 1  r 1  Q .In
Figure 3, node A2 can transmits 3 query messages to meet the
hit rate of last round of random walk query, and each random
walk takes q=1-(1-0.1423)1/3=4.99% hitting rate. However,
nodes A1 and A3 in Figure 3 can not transmit three random
walks, therefore nodes transmits the random walk with their
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TTL

Maximum forwarding hops

QALL

Expected hitting proportion of hot nodes

Value
6
80%, 90%

costs and need not store any additional information, and does
not require statistical analysis on the information of the history
search requests.

B. Search efficiency of Reliable random walk
We compare reliable random walk with other P2P search
algorithm such as Gnutella and k-random walk in same
environment.

In future research work, we'll consider the introduction of
local scale-free feature analysis to enable node’s control of
local P2P network’s distribution so that query messages can be
adjusted adaptively, which will make further improvement of
the network query efficiency.

Firstly, experiments evaluate the recall rate of three
searching algorithm: Gnutella, k-random walk, and reliable
random walk. Reliable random walk node searches resources
with expected probability of 90%. The experimental results in
Figure 6 show that recall of reliable random walk can reach
about 80% when TTL>5, and it can be nearly 90% when
TTL=6. Moreover, the experimental data show that reliable
random walk achieve an equivalent recall with the flooding
strategy in Gnutella. Compared with k-random walk, reliable
random walk shows better adaptability and gets a higher recall.
100

80
Recall(%)

80
Recall(%)

100

Gnutella
1-RW
2-RW
3-RW
RRW

60
40
20
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Figure 4. Recall of Gnutella, k-random walk and reliable random walk

Considering that the query message amount is also a
performance of searching algorithm. We design simulation
experiments to compare the message amount between reliable
random walk with Gnutella. We make statistics of query
messages amount of each TTL round and the results are showed
in Figure 7. It can be found significantly that as TTL increasing
the amount of query messages of reliable random walk is not
increasing sharply and is far less than that of Gnutella.
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Figure 5. Query messages of Gnutella and reliable random walk

VI.

SUMMARY AND FUTURE WORK

This paper presents reliable random walk, a resource search
algorithm, whose query efficiency is scalable based on the
scale-free feature of P2P network. Reliable random walk
predicts the proportion of the hot nodes to quantify the resource
search efficiency of the P2P network. Compared to other
similar P2P network resource searching algorithms, reliable
random walk is easy to be followed with low maintenance
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